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Company Commitments:

The company should provide protective maintenance solutions quarterly, for all of ERI
data center infrastructure and Corrective Maintenance based on SLA.

:protective maintenance(quarterly) : (1) Js¥) idi

Preventive Maintenance for all data center hardware systems
e Electrical Power System: (Transformers System / Power

Distribution Panels System / Earthing System)

HVAC System.

UPS System.

Access Control System.

Fire Systems (firefighting and fire alarm).

DC-CCTV System.

ELM System.

Lighting System.

DCIM system.
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Corrective Maintenance : (<) Jg¥ il

In case of failure in any of the Data Center elements that require immediate action to
fix it, the company is responsible for restoring the system to satisfactory operating
condition within the shortest possible time according to the approved SLA from the
ERI team. Then provide a complete report for the responsible person.

Problem Criteria Severity Handling Example
Loss of non-redundant components Critical Action Outage of
and /or paths that degrade the within 1 service
system functionality. hour
Loss of one active Power, cooling, Major Next Urgent re-
or network paths to the datacenter Business configuration —
which  affect the  system Day Vital DCIM
redundancy Alam — Pressure

Alarms

A Detected problem does not Minor 3 Business Repetitive
degrade the system functionality A Day Alarms,
notification of information and not Mechanical
a repair item. noise

dal & i gi agaall Gag daddd) o giewa 4B B Ao GUY) AT Lay sl gl) aae s B
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Operation of data center I T systems:

- The company must do a complete site survey for all operated systems.

The company should provide two resident engineers with different qualifications
(see qualifications) for the operation of all data center equipment and systems.
The company is responsible for operating the data center solutions to meet ERI
expectations, and facilitate the daily operation by hiring two onsite engineers
with working hours 5 days per week x 8 hours/day with the allowance of
regular annual vacation and holidays + remote support after working hours
in case of critical or medium incidents (See SLA).

The company should provide the equivalent alternative engineer in case of the
absence of two resident engineers during normal vacations on business days.
Attendance days and hours are flexible according to ERI planned activities.
Suggested Candidates will be interviewed and accepted by ERI.

The company should provide a complete DC operations Escalation Matrix.
Certifications are preferred.
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General Terms and Conditions:

The company should provide back-office support for consultation to
support the resident engineers to achieve acceptable performance and
maintain the SLA in all fields of operation.

All daily operation duties should be organized in the contract and accepted by
ERI managers.

Troubleshooting and supporting technical issues with vendors and end users.
Develop documentation on software packages including installation steps, best
practices, and run/launch instructions.

Support end-user tickets regarding any system hosted in the data center and
inquiries by analyzing the incident or reported problems, finding the best
possible resolution or workaround, and responding to users based on SLA terms.
Collaborate with cross-functional teams.

15t Engineer Qualifications (Technical Team leader):
Qualifications:

B.Sc. in Communication or Computer Engineering or Computer Science.
15 + Years’ experience in the field.

Responsibilities:

e Data Center Operations.

Network Devices Management:

Security Appliance Management.

VolIP and Network Management.

License Management.

e Collaboration and Documentation:

2" Engineer Qualifications (System Administrator):

B.Sc. in communication Computer Engineering or Computer Science.
10 + Years’ experience in the field.
Responsibilities

Infrastructure system Management.

Database Administration.

Virtualization and Containers Administration.
Storage Administration.

Cross-platform integration.

Security Measures.

Update and Patch Management.

Network Services Administration.

License Management.
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- Open Source Systems Administration.
- Documentation.
+ daadl) (5 St 1\.331.63‘ oo

¢+ The company should work under the following SLA:

Severity Criteria First Response Target
1 Indicates the inability to use the System resulting in a Hour 1
.critical impact on operations

2 Indicates the System is usable, but severely Hours 4
.restricted

3 Indicates the System is usable without some Hours 24

functions that are not critical to the overall

operation

4 Indicated that the system is fully functioning with an 48 Hours

alternative regime of operation
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¢ The company should work under the following SLA:

Severity Criteria First Response Target
1 Indicates the inability to use the System resulting in a Hour 1
.critical impact on operations

2 Indicates the System is usable, but severely Hours 4
.restricted

3 Indicates the System is usable without some Hours 24

functions that are not critical to the overall

operation

4 Indicated that the system is fully functioning with an 49 Hours

alternative regime of operation
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Operation and Support for HPC & Cloud Systems

Introduction

The ERI institute requires to contract with a professional and qualified operation company for
administrating and support of High Performance Computing (HPC) and Cloud Computing systems.
This Request for Proposals (RFP) is targeting a 3-years contract for HPC cluster and Cloud support
with a proper Service Level Agreement (SLA) to serve a large group of the different researchers

.within the academic community in Egypt

It is mandatory that the service company bidding for the RFP will have prior experience in managing
such High-Performance Computing Clusters and Cloud Infrastructures, in addition to the proper

certifications to support similar projects.
Quialifications:

o Bachelor's degree in Computer Engineering, Computer Science, or Information Technology.

o Professional in administrating Windows and Linux OSs.

o knowledge of Cloud platforms (Open stack, Bright View, AWS, Azure, Google Cloud) and
containerization technologies.

o Professional in programming using the following languages: (C/C++ and Python).

o Good knowledge about parallel programming libraries (such as MPI, OpenMP, Pthreads,
CUDA, and OpenCL).

o Proficiency in installing any Cloud-based open-source technologies as well as licensed
software.

o Good knowledge about various tools for cluster management like: Bright Computing Cluster
Manager.

o Proficiency in managing and configuring machine learning and computing tools like Colab and
Jupyter.

o Experience in security implementation and compliance adherence in coordination with the
security team.

o Strong troubleshooting and problem-solving skills.
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Preferred Skills:

o Certification in relevant HPC & Cloud platforms (AWS Certified Solutions Architect, Azure
Solutions Architect, etc.).
o Experience with job scheduling systems (Slurm, Kubernetes, Torque, etc.).

o Knowledge of hybrid cloud and multi-cloud architectures.
Scope of Work (Responsibilities)

The responsibilities of the contracted company could be classified into the following
categories/topics as follows:

e General Terms and Conditions:
e General Terms and Conditions:
» The company should provide a resident engineer with matching skills and experience to
operate HPC/Cloud systems in ERI.
» The company should provide (a) backup engineer(s) remotely for vacations or absences, with
contractual fines for non-compliance.
» The company is responsible for operating HPC/Cloud solutions to meet ERI expectations and
facilitate daily operations by providing the necessary qualified engineers for the scope of

work defined in this section.

A\

Telephone and e-mail support during standard business hours (9:00 AM to 6:00 PM, Sunday
to Thursday)

Respond to reported issues within a maximum of 4 hours during standard business hours.
Resolve reported issues within the next business day.

When needed, onsite assistance is guaranteed within one business day.

Support application packaging and installation and ensure it runs as expected.

vV V. V V V

Support user tickets and inquiries by analyzing the incident or reported problems, finding the
best possible resolution or workaround, and responding to users based on SLA terms.

» Develop documentation for software packages including installation steps, best practices, and
run/launch instructions.

» The company should provide a complete model for the operations Escalation Matrix.
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Technical Requirements:

Deploy, operate, configure, support, and maintain Cloud and HPC clusters for optimal
performance. and assist in special projects or requests including porting and optimization.
Monitor and manage high-performance computing resources efficiently.

Troubleshoot and resolve CPU\GPU-related issues either in the hardware or software level.
Install, configure, and test GPU drivers and libraries.

Run applications on different CPUs and GPUs servers/nodes for various use cases.

Develop and deploy scalable containers and run them on both CPUs and GPUs.

Manage cluster container nodes and numerous containers.

Providing user-friendly guide to Al applications deployment on our HPC system, including
work environment creation/management, dataset uploading, job submission, and job
monitoring.

Monitor, update, and install ML/DL packages as requested.

Test the development environment, and solve any package dependencies (if any).

Ensure accessibility of packages via different work environments like Kubernetes and Slurm.
Monitor and Optimize the HPC system resources for Machine Learning jobs, including:
physical/virtual GPU and CPU access, and storage unit.

Perform benchmark tests to ensure optimal resource utilization and training time.

Install and provide support for software on servers or VMs as needed.

Provide the update and upgrade support when needed.

Provide support for clients to use the software.

Ability to follow the software manuals, execute their instructions properly, and investigate
issues when needed.

Communicate with vendors in case any issue or request is required.

Build and maintain software features and functions, databases, and applications for cloud
technologies.

Implement security features for cloud-based platforms and applications.

Manage software and hardware associated with cloud-based services.

Deploy, manage, and run Jupyter Notebooks effectively.

Proactively monitor and apply updates promptly while ensuring minimal disruption to the
running work.

Manage user accounts and access controls.
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» Monitor usage patterns and adjust resource allocations as needed, and implement scaling
mechanisms to accommodate varying workloads.

» Provide monthly reports on system availability, performance, and incident resolution,
including uptime percentage, response times, and incident metrics.

» Maintain robust backup and disaster recovery procedures to minimize data loss and ensure
work continuity during system failures or disasters.

s daddl) (g gluwe ABUE) o

¢ The company should work under the following SLA:

Severity Criteria First Response Target
1 Indicates the inability to use the System resulting in a Hour 1
.critical impact on operations

2 Indicates the System is usable, but severely Hours 4
.restricted

3 Indicates the System is usable without some Hours 24

functions that are not critical to the overall

operation

4 Indicated that the system is fully functioning with an 50 Hours

alternative regime of operation
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